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Abstract: 

Cloud computing has emerged to be the most important technology which provides large number of applications to mobile device. 

Mobile cloud computing (MCC) integrates cloud computing into mobile environment and thus enhances the performance, efficiency, 

security etc. It  helps in  data storage and processing on cloud computing environment,hence we are shifting  data storage and processing 

power into a centralized platfo rm which can be accessed over wireless connection.Coming to the architecture that supports mobile 

cloud computing,the various security that need to deal with.Though we are advancing towards mobile cloud computing,there are 

certain challenges we are facing,thus we will be dealing with those issues, how to overcome those problems,and the scope or future 

enhancement of mobile cloud computing  
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I. INTRODUCTION 

Nowadays, mobile phones and its uses are tremendously 

increasing. MCC is a coordination between mobile web and 

cloud computing. It  provides different types of services to the 

mobile users for the best use of cloud computing. The main idea 

behind MCC is it allows for processing and storage on the cloud 

and only giving the input data through mobile devices or 

expecting for the necessary output. This reduces the burden of 

storage or of processing on the low storage mobile devices. 

This also includes some sensitive data like personal information 

stored outside the mobile device like clouds. The main issue is 

how to secure the data stored onto the cloud. There should be no 

unauthorized access to the data which is in the field of security 

being challenged by encrypting the data on the cloud. Each time 

researchers are performed to develop the best architecture for 

MCC with security and privacy. But there is no any bound 

framework presented till now. Mobile cloud computing can also 

be named as 'pay as you go computing' very similar to the cloud 

computing because it deals with providing the service for the 

paid amount. The computations are done through the concept of 

offloading [5] and are used to transfer the data between the 

mobile device and the cloud server.  

Trends in smart devices and internet connectivity are creating 

significant increases in the volume of the data availab le, but the 

velocity with which  these problems are solved comes under the 

concept of data storage called 'big data'. Awareness of the 

location enables personalization to promote business 

environment.  A lso the mobile cloud provides all the technical 

functions and supports various other business opportunities to be 

carried on in a much easier way. 

This paper focuses more on how the MCC works with a well 

developed architecture, the types of services it provides, the 

benefits and the challenges faced MCC, the applicat ions of MCC 

and most importantly  the various issues in security and their 

counter measures. 

 

II. ARCHITECTURE 

The architecture of Mobile cloud computing consists main ly of 

the given components: mobile users, network operators, service 

providers of cloud and internet service providers(ISP).  

The following diagram shows the architecture of mobile cloud 

computing. 

 
fig 1: Architecture of MCC 

Base stations allows connection between mobile network and 

mobile devices,thus it acts as a functional interface between 

them.Whenever a mobile user sends any requests or informat ion, 

those signals are transmitted to the central processor which in 

turn connected to the server thus providing mobile network 

services.In cloud there are cloud controllers which  process the 

requests by the mobile users and help them with corresponding 

cloud services.As cloud provides services in pay-as-you-go 

manner,these service is possible because of multilayered 

architecture [3] in  cloud computing.Below we provide one such 

multi-layered architecture of cloud computing.The innermost 

layer consists of switches and physical servers which forms the 

foundation for other layers. 

Based on the requirement of the user it helps in  running, 

managing and upgradation of cloud hardware resources.This 

inner layer is also responsible for the allocation of hardware 

resources to users in a quickand smooth way.  
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fig 2: Multilayered architecture of cloud computing. 

 

Next  layer is the supervisor software layer that provides system 

software compatib le to those hardware resources;system 

software allows application software to utilize underlying 

resources to run in a smooth and efficient manner. System 

software such as hypervisor allows users to remotely  create 

virtual machines on cloud servers on runtime.From the term 

virtualizat ion [4] we mean,users-hosted services will be 

available even during hardware failure.  

The next layer is the software infrastructure layer which passes 

on the network resources to its immediate next  layer and thus 

provides a basis for a new computing platform which provides 

IT as a service. In frastructure layer provides various set of 

Application Programming Interfaces(APIs) which becomes 

handy for the developers.The topmost application layer allows 

access and use applications installed in cloud provider's data 

center through the internet. 

 

III. TYPICAL S ERVICES  NEEDED 

BY MOBILE CLIENT 

 

A. Synchronisation: Changes made to application or 

mobile has to be reflected in cloud server. Th is ensures 

synchronisation of data in both mobile as well as in server.  

 

B. Push: Cloud sends all the notifications regarding state 

updates and much more important information to mobile. This 

reduces the burden of user to check frequently for new 

informat ion. 

 

C. OfflineApp: This is a service which handles both 

synchronisation and push notificat ions services. It relieves 

programmer from writing code to perform synchronisation. 

When data channel for mobile application is established [6], 

OfflineApp automatically handles sync and push services. 

 

D. Network : It manages the communicat ion channel 

needed to push notificat ion from server to  mobile. It looks after 

the automatic, proper establishment of connections. 

 

E. Database: In resourceful computing, data is stored on 

respective devices. But in MCC, data is virtually stored on cloud 

(in database) depending on the platform the mobile uses. It must 

support storage among various mobile applications and must 

assure safe concurrent access. 

 

F. InterApp bus: This service provides low-level 

communicat ion between the suites of applications installed on 

the device.   

 

       IV.   TYPICAL S ERVICES NEEDED BY MOBILE 

CLOUD S ERVERS  

 

A. Synchronisation: This server service synchronises 

changes made to device application with the backend services. 

 

B. Push: Server detects updates, and sends corresponding 

notifications to the device. If the device is disconnected or is not 

in coverage, then the notification is added to queue and is 

transmitted to the device when the device is reconnected to the 

network [7]. 

 

C. Security: Security involves providing confidentiality 

and authentication. Before the device is put into usage, it  has to 

ensure safe and secure operations. After the device is registered, 

it has to undergo credentialed check to start its working. 

Thereafter, all the cloud requests are examined for ensuring 

secure coordination.  

 

D. Management console: Cloud server must have an 

application called  command line application which provides 

functionalities to the user and device. 

 

V.  BENEFITS  OF MOBILE CLOUD COMPTUING 

Mobile cloud computing provides many advantages relating to 

communicat ion and mobility. Some of the very important 

benefits of mobile cloud computing are described in the 

following paragraph. 

A. Improvising the battery life: 

Improvising the battery life would refer to enhancing the CPU 

performance and reduction in power consumption in mobile 

devices. For this modificat ion there needs to be major or minor 

changes done to the architecture of mobiles. The offloading 

technique [9]plays a vital role in migrat ing the computations and 

complicated processing from mobile devices to cloud servers. 

This saves large amount of energy. 

 

B. Extending the capacity of storage and CPU power: 

There is always a major prob lem associated with storage when it 

comes to mobile devices. MCC supports mobile users to store 

their wide amount of information on cloud instead of on devices. 

This informat ion could be captured images, which could be 

accessed by the user from anywhere since it is stored on the 

cloud. Some of the social networking sites working today 

provide the facilit ies of sharing images and other 

synchronisation tasks. 

 

C. Reliable: 

Applications working on clouds and data storage improve 

reliability as the data is stored and secured             on the 

cloud. This prevents any kind of application or data losses on the 

mobile devices. MCC acts as a   security model avoiding 

unauthorized access. Some of the security services are scanning 

for viruses and authentication, etc. 

 

D.  Dynamic Provisioning: 

 Provision of resources dynamically on demand to  the cloud 

servers and mobile users is the most desirable and flexib le 

method provided by MCC. There would not be any reservations 

of resources unless asked on demand thus improving the 

reliability and efficiency of the architecture.  The cloud server 



International Journal of Engineering Science and Computing, August 2016           2128                                      http://ijesc.org/ 

provides the allocated resources when it is necessary on demand 

and removes them when they are not thus saving a lot  of space. 

This will be used more while creating a hybrid cloud.  

 

E. Flexibility 

 All the mobile applications are scaled and are very flexib le in 

meet ing the changing demands of the customer and the 

environment. Cloud servers can expand their services without 

any particular restrict ions on the usage of resources. 

 

F. Provision of integration 

Since there are service providers, the services can be combined 

together or integrated to meet up the demands of the user. This 

provision is mainly p rovided so that the division of tasks from 

the mobile devices to the cloud server is combined to prevent the 

problem of resource limitation on the devices.   

 

VI. CHALLENGES FACED BY MCC 

MCC main ly focuses on to provide a very fast access to 

resources on the cloud platform by  using mobile devices. In spite 

of these efforts laid, there may be few limitations faces by the 

mobile cloud. 

A.  Limitations of mobile devices 

 Even  though mobile devices like iphone 4S or android series 

are improvised with their capability of CPU and memory, 

storage and other factors, they still face problems  relating to  

processing capacity, memory and network bandwidth on 

comparison with a PC which has more of all these facilities. 

There should be vast improvements done to the battery life, 

storage and processing capacity in order to bring about more 

efficient mobile cloud computing environment. 

 

B. Quality In Network 

 It is very important to ensure that the network connection is 

good for the data transfer to happen between the mobile devices 

and the cloud server. In  the worst cases, there may be problems 

like data centres or the cloud server may be present far away 

from the users. So this becomes a problem with respect to the 

latency delay which may be caused due to processing time at the 

data centre (cloud server) and at the mobile device or time taken 

to transport the data .Also there may be a problem of not a good 

throughput condition. 

 

C.  Interactive Services 

For good interactive Services between the mobile devices and 

the cloud, the applications are to be divided into modules for 

secure interacting and sharing of data. Few of the services that 

are to be achieved are module execution time, battery level, 

effective utilization of resources , bandwidth. Of all the user's  

wait ing time, that is the time the user waits to perform some 

work, which might be like to wait until the desired output is got 

by the user is a service which needs improvising.  

 

D.Problems relating to Privacy 

 It is much desirable if there is privacy in provid ing user's 

current location. But this is still a challenge , as the private 

informat ion as of the user's location will be provided by using 

Global Positioning System(GPS) [8] .Also there may be 

personal data which may be stored on cloud which leads to 

collection of   enormous data which might be easy for the 

hackers to hack all the private data. So these security issues have 

to be resolved. 

 

E.Alternative of browser to access the internet 

 There needs to be an alternative to browser to be used to 

provide the facility of local cach ing to provide better access to 

mobile web. Through this a direct communication between 

mobile apps and the cloud servers could be achieved. 

 

F.Bandwidth 

Low bandwidth is the major p roblem of cloud computing. So 

there should still be an improvement done with respect to 

bandwidth for good data transfer between mobile devices and 

the cloud. 

 

VII.   S ECURITY ISS UES  

Security is given more preference among all the services 

provided by the mobile application. Security is main ly 

concerned with confidentiality, authentication and integrity.  

Security has to be provided against unauthorized access, 

financial transactions and to applications related to business.  

Mobile devices are exposed to various security threats which 

may cause loss of data and decrease in the performance of the 

devices [2]. Security issues are complex issues and it has to be 

resolved by mobile applicat ion developers, service providers and 

related departments.  

 Nowadays, usage of Smartphone has increased 

tremendously because of the features and services offered by it. 

On the other hand there is some security issues involved in 

maintaining secrecy of the data and protecting user’s privacy. 

Users of Smartphone look at potential of the device to deal with 

the vulnerabilities. To earn the trust of the user, mobile services 

must include actions against the malware attacks.   

Following areas must be focused in order to  provide mobile 

security 

1. Vulnerability: weak spot that allows attacker to reduce 

system’s data assurance  

2. Risk : potential and tendency of the resources to be 

attacked 

3. Threats: expressed potential to cause immense and 

serious harm to devices   

4. Exposure: damage caused to device due to threats 

Security vulnerabilities based on type of access: 

 

1. Wi-Fi connectivity and device tethering: Wi-Fi 

connections use weak encryption protocol. These connections 

are prone to attacks by hackers where they modify the contents 

or stop the data from being transmitted. Device tethering 

provides service to limited number of nearby devices which are 

connected over a network. 

 

2. Bluetooth: Transmission of data through Bluetooth is 

likely to be less risky compared to transmission through SMS 

because Bluetooth uses short range frequency and may not be 

more susceptible to hacking. 

 

3. Cellular: When the user moves from one cellular 

network to the other, there are chances of Smartphone being 

registered in malicious cell site which uses poor security 

protocol. 

 



International Journal of Engineering Science and Computing, August 2016           2129                                      http://ijesc.org/ 

4. SMS: SMS are susceptible to vulnerabilities. In 

two-factor authentication, messages are sent via SMS. Hence it 

is advised to use different bands for two-factor authentication. 

 

5. Infrared: Data exchange through infrared interface may 

cause receiving device to malfunction if data contains executable 

software. 

6. Risk factors involved in terms o f security for mobile 

users: 

7.  There are many risks involved in communication 

through mobile as well as in data storage. Weak passwords, less 

secure protocols, removable media, OS are prone to attacks. 

 

1. Software: Malware software contains insecure, 

malicious code that allows malware to spread to devices.  It 

may also damage device and cause harm to the data.  

 

2. Mobile devices:Smartphone’s  uses sophisticated 

mobile technologies. This has brought change in the way we 

provide mobile content and interact with it. Even though we 

have implemented updated technologies, there are numerous 

problems associated with security. 

 

3. Password: Passwords are meant for authentication 

purpose. Most of the users have a simple password which 

sometimes proves to be less secure. Weak passwords can be 

easily hacked and contents can be easily extracted. 

 

4. Removable devices:If the mobile devices do not have 

good quality control procedures, then the infected removable 

media infects entire device and causes malfunctioning of the 

device. 

 

5. Operating System: These days’ hackers are direct ly 

targeting to operating system. They induce malware to the 

operating system and pose new, serious threats by taking the 

advantage of weakness present in OS. 

 

6. Web server security issue: An information attack forces 

server to provide incorrect data. It transmits emails containing 

malicious informat ion or intruders may modify the content, it 

may also force user to enter attacker’s website. 

 All the above issues have to be taken into consideration to 

provide protection to devices against attacks and other 

malfunctioning. 

Counter Measures to security threat: 

Mobile cloud computing inherits all the security issues involved 

in resourceful mobile computing. User’s privacy and data 

secrecy can be accomplished by overcoming major as well as 

minor security threats. The simplest way to detect threats is to 

install and run security software. As we are dealing with cloud, 

better security can be ensured by providing secure cloud 

application services. The services include maintaining 

confidentiality, authentication, intrusion and malware detection, 

encryption of data on demand, etc. Organizat ions should prohibit 

the sharing of account credentials and passwords between users 

and services, and strong two-factor authentication techniques are 

to be implemented. The security routing protocols such RSA 

algorithm and hash functions can be used to ensure effective and 

secure data storage and transmission in mobile cloud computing 

[1]. 

VIII.   APPLICATIONS 

A. Mobile Commerce: 

M-commerce allows business models for commerce using 

mobile devices.Examples:  financial transaction using mobile, 

advertising in mobile media, online shopping.M-commerce 

applications face various challenges such as low bandwidth, 

high complexity of devices, security but if we integrating it with 

cloud can help to address these issues. 

Example: High speed data processing and security can be 

achieved by combining 3G and cloud. 

 

B. Mobile Learning: 

M-learn ing combines all the features of online learning and 

mobility .It has limitations on high cost of devices or network, 

low transmission rate, limited educational 

resources.Cloud-based m-learn ing can solve these limitations 

[3]. It can enhance communicat ion quality between students and 

teachers anda natural environment for collaborative learning. 

 

 

C. Mobile Healthcare: 

M-healthcare overcomes all those limitations faced by 

conventional medical treatment ex: Small storage, 

security/privacy, medical errors.It provides mobile users with 

access to resources ex: medical records.M-healthcare provides 

various on demand services to many hospitals and healthcare 

organizations. 

Examples: 

1. Regular health check-up services  

 2. Intelligent emergency management system 

3. .Mobile sensors which can detect pulse rate,blood 

pressure,levels of alcohol etc. 

 

      D. Mobile Gaming: 

1. M-game provides lot of revenues for service providers. 

2.  Game engine requires large amount of computation power 

which can be offloaded to the server. It saves lot of energy thus 

increases game playing time.It modifies itself as per the gamers’ 

requirements. 

 

  IX. FUTURE ENHANCEMENT 

Future MCC applications must leverage unique characteristics 

of MCC. Dueto limitation of power, intensive data processing on 

mobile devices is alwayscostly. With the technology 

advancement, however, mobile devices are equipped with more 

functional units, such as high-resolution camera, 

barometer,Light sensor, etc. Future MCC applications must 

leverage deep sensingcapability of smart phones for data 

collection. Data can be uploaded to thecloud and the cloud can 

integrate pieces of observations from mobile devicesand utilize 

data analytics techniques to mine and v isualize trends or 

patternsembedded in massive data collected in parallel at 

runtime from millions ofMobile devices. For instance, given a 

severe natural disaster, people nearbycan send photos taken from 

the cameras in their s mart phones to the cloud,and the cloud 

server can process these data, analyze possible crucial points,and 

plot a detailed map, covering not only v isible objects but also 

invisiblephysical phenomena, such as the presence of poisonous 

air to help facilitatingthe rescue mission. With potentially 

unlimited storage and processingpower, MCC brings out 

potential killer applications. 
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The following Table   lists emerging and future applications 

that can power from MCC. 

 

-Crowd sourcing (crowd computing  

 

-Collect ive sensing  

 

- Traffic/Environment monitoring  

 

- Mobile cloud social networking  

 

- Mobile cloud healthcare  

 

-Location-based mobile cloud service  

 

-Augmented reality and mobile gaming 

 

Designing user-based system which allows users to protect their 

data's security and privacy since the cloud itself may not be 

trusted as it is managed by third parties such as cloud service 

providers. We aim to utilize encryption [10]techniques for user 

data and media data along with secret sharing to address the 

challenge, alsodiscovering the possibility of us ing neural 

networks to make the system more robust. Theresearch is open 

to resist multimedia trans mission errors through error correcting 

codes.  

   

          X.  CONCLUSION 

With the development of technology, every person looks for 

optimum service along with minimum usage of resources. Same 

is the case with smart phones,which undoubtedly surpass 

laptops, PC, Notebooks in terms of light weight, easy portability 

and smart design. But at the same t ime, these devices are not as 

par with what PC or Net book could p rovide as service in terms 

of storage and computation because of limited of resources and 

dying battery life.To eliminate these intrinsic constraints, 

researchers have come up with the idea of Mobile Cloud 

Computing(MCC). Since MCC, is implementation of Cloud 

over mobile devices, it poses various challenges. This Paper, 

analyses MCC architecture and exp lores challenges around it, 

these challenges are being worked upon, but existing solutions 

are either not easy to realize or contain some drawbacks. Future 

work can be done to enhance existing solutions and research can 

be carried out to propose more optimum solutions 
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